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This book studies applications of number theory to cryptography. The level is suited for first year graduate students. The book is also a useful reference for researchers in cryptography. 

The first chapter introduces the number theory needed for the rest of the work. It treats divisibility, continued fractions, the Chinese remainder theorem, arithmetic functions, quadratic residues and elliptic curves. 

Chapter 2 is concerned with the identification of primes. It considers efficient probabilistic tests, elliptic curve tests, the polynomial-time Agrawal-Kayal-Saxena test, and ways to generate large random primes. 

Chapter 3 deals with factoring integers and various discrete logarithm problems. The factoring algorithms discussed include the elliptic curve method, the continued fraction method, the quadratic sieve, the number field sieve and Shor's quantum factoring algorithm. The discrete logarithm algorithms mentioned include Shanks' baby-step--giant-step method, the Silver-Pohlig-Hellman method, Adleman's index calculus, Gordon's number field sieve and the Xendi calculus for elliptic curve discrete logarithms. 

The final chapter presents several applications of number theory to cryptography. These include the Rivest-Shamir-Adleman public-key system, the quadratic residuosity-based cryptography of Goldwasser and Micali, the Diffie-Hellman-Merkle key exchange protocol, the ElGamal and Massey-Omura ciphers, elliptic curve analogues of the preceding algorithms, and zero-knowledge proof and identification. 
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